
Technical Governance and Risk 
Assessment of Microsoft 365 Copilot in 
Banking Environments 
Security Architecture and the Enterprise Data Protection 
Boundary 
Evaluating the deployment of artificial intelligence within financial institutions requires a 
thorough examination of data isolation, platform architecture, and contractual security 
boundaries1. Operating within highly regulated frameworks, commercial banks and financial 
entities must ensure that proprietary data, customer financial records, and personally 
identifiable information (PII) remain strictly within authorized operational perimeters4. 
Tenant Isolation and the Service Boundary 
Microsoft 365 Copilot operates within the logical perimeter of the Microsoft 365 commercial 
service boundary1. When a financial institution provisions a Microsoft 365 commercial tenant, 
an isolated environment is instantiated within Microsoft's cloud infrastructure2. All user 
interactions, artificial intelligence orchestration processes, and grounding workflows operate 
strictly within this tenant boundary2. 
Copilot is designed as a shared service tenant-wide, yet its visibility and access mechanics are 
strictly bounded by user-level authorization2. The underlying tenant architecture guarantees 
logical data isolation between distinct organizational tenants, preventing cross-tenant data 
leaks or unauthorized data aggregation across cloud customers1. Data processing occurs 
under the explicit contractual protections of Microsoft’s Product Terms and the Data 
Protection Addendum (DPA)1. Under these agreements, Microsoft functions as an enterprise 
data processor, bound by statutory requirements to process customer data solely on the 
documented instructions of the institution1. 
Enterprise Data Protection Service Tiers 
Understanding the risk exposure associated with generative AI requires differentiating 
between the distinct operating tiers of Microsoft Copilot services7. The security, privacy, and 
compliance guarantees vary significantly based on user licensing and authentication state7. 
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In the unintegrated tier featuring Microsoft Copilot Chat with Entra ID, Enterprise Data 
Protection applies automatically upon user sign-in, indicated visually by security status badges 
in the interface7. However, this tier operates primarily on web grounding unless an employee 
manually uploads or pastes unstructured text into the chat interface7. When personnel copy 
and paste text into an unintegrated chat window, the data loses its surrounding administrative 
controls, metadata context, and direct sensitivity label protections—even though the 
underlying text processing remains strictly within the Microsoft 365 service boundary7. Fully 
licensed Microsoft 365 Copilot mitigates this operational vulnerability by embedding natively 
into Microsoft Graph, preserving sensitivity context, access permissions, and object-level 
security metadata in place without requiring data extraction from its governed container2. 
Foundation Model Isolation and Model Training Policy 



A primary concern for bank risk officers is the risk that sensitive banking strategies, financial 
results, or customer records entered into AI prompts might be absorbed into public large 
language models (LLMs) and subsequently disclosed to unauthorized external parties7. 
Contractual and technical architectures prevent this risk1. Prompts entered by users, 
responses generated by the system, and organizational data accessed via Microsoft Graph are 
strictly prohibited from being used to train, tune, or update foundation LLMs1. The underlying 
foundation models provided by technology partners, such as OpenAI, are static runtime 
engines that do not dynamically learn or update from customer usage2. Customer interactions 
are processed as ephemeral stateless inferences12. Furthermore, while standard Azure OpenAI 
deployments may feature abuse monitoring capabilities incorporating potential human review 
of flagged content, Microsoft 365 Copilot enterprise services have explicitly opted out of 
human content review processes2. 

Data Flow, Grounding Mechanics, and External Query 
Protection 
To conduct detailed threat modeling and risk assessments, financial institution security teams 
must analyze the exact technical sequence through which data moves from user inputs to 
model execution and back2. 
End-to-End Prompt Execution Lifecycle 
The processing of an enterprise prompt involves a structured multi-stage pipeline designed to 
enforce security controls at every phase of execution2: 

1. Prompt Initiation: The user initiates a request within a Microsoft 365 client application, 
such as Word, Excel, PowerPoint, or Teams2. 

2. Preprocessing and Grounding: The Copilot Orchestrator intercepts the raw input 
prompt and executes an initial transformation known as grounding2. During this phase, 
the orchestrator queries the Microsoft Graph API and the Semantic Index using the 
user's explicit Entra ID security context2. Grounding retrieves relevant enterprise data—
such as recent communications, financial spreadsheets, or stored emails—to enrich the 
prompt with context2. 

3. Prompt Construction: The orchestrator combines the user's original query with the 
retrieved contextual documents, formatting a structured, highly specific prompt 
payload2. 

4. Encrypted Ingress: The enriched prompt payload is transmitted over encrypted 
transport channels utilizing TLS 1.3 to the Large Language Model hosted within the 
enterprise Azure OpenAI infrastructure2. 

5. Model Processing: The static LLM processes the payload and generates a candidate 
completion response based purely on the provided contextual input2. 

6. Post-Processing and Responsible AI Filtering: The orchestrator evaluates the returned 



output against Responsible AI (RAI) safety classifiers2. It inspects the text for jailbreak 
execution attempts, cross-prompt injection (XPIA) patterns, hate speech, and material 
security policy violations2. 

7. Compliance Logging and Audit Capture: Simultaneously, both the input prompt and the 
generated response are written to an asynchronous compliance channel, storing 
interaction records directly within the user's Exchange Online environment for regulatory 
archiving and eDiscovery2. 

8. Egress and Presentation: The verified response is returned to the user's client application 
alongside explicit inline citations directing the user to the grounded source documents2. 

Microsoft Graph Orchestration and User Context Scoping 
The security foundation of Microsoft 365 Copilot is its absolute adherence to existing user 
authorization structures2. Copilot does not possess an independent, global view of the tenant 
database2. Instead, every request to Microsoft Graph is strictly impersonated under the 
security token of the interacting user2. 
This technical design guarantees that Copilot can never elevate user privileges or bypass 
security permissions2. If an employee does not possess read access to a restricted credit 
committee presentation, Copilot cannot discover, index, summarize, or extract facts from that 
document for that user2. The Semantic Index maintains identity-based access control lists 
(ACLs) that mirror underlying SharePoint Online, OneDrive for Business, Exchange Online, and 
Teams permissions in real time2. 
Web Search Grounding Anonymization and Privacy Term Boundaries 
When enabled by administrative policy, Copilot can execute web searches via Bing to ground 
answers in real-time external public information1. Because external search queries exit the 
immediate enterprise tenant perimeter, this mechanism requires specific risk evaluation1. 
To prevent information leakage during public search execution, the orchestrator parses the 
user's query and generates a reduced, stripped search string2. Before this search string is 
routed to the Bing search infrastructure, all personal, user, and tenant identifiers—such as 
username, company domain name, IP addresses, and tenant ID—are completely scrubbed1. 
Transmitted over secure connections, these web search queries are explicitly shielded from 
ad-target tracking, are not shared with commercial advertisers, and are not utilized to train 
public Bing search models1. 
A critical regulatory distinction exists regarding legal and compliance boundaries during web 
grounding: web search queries operate under the independent legal framework of the 
Microsoft Services Agreement and Microsoft Privacy Statement, with Microsoft acting as an 
independent data controller for web search operations1. Consequently, commitments under 
HIPAA, the EU Data Boundary (EUDB), and specific Data Protection Addendum ISO frameworks 
do not extend to external web search queries2. Financial institutions operating under stringent 
international data transfer rules or health data mandates must evaluate whether to disable 



web search grounding globally via administrative toggles or enforce strict Data Loss 
Prevention policies to suppress web searches automatically whenever sensitive data types are 
detected2. 

Information Protection, Cryptographic Architecture, and 
Key Governance 
To protect sensitive banking assets—such as customer transaction logs, non-public financial 
results, mergers and acquisitions data, and proprietary algorithmic models—institutions must 
deploy layered cryptographic and access controls2. 
Purview Sensitivity Label Enforcement and Label Inheritance 
Microsoft 365 Copilot natively integrates with Microsoft Purview Information Protection, 
ensuring that existing data classification structures extend automatically into AI-assisted 
interactions2. 
Sensitivity labels enforce dual protection mechanisms over Copilot processing2: 

● Access Rights Verification: When content is protected with encryption via Purview 
Information Rights Management (IRM), Copilot explicitly inspects the user's granular 
rights2. Copilot is permitted to read, parse, and process encrypted content only if the 
requesting user holds both VIEW and EXTRACT rights2. If a user holds read-only rights 
without content extraction privileges (EXTRACT), Copilot will be strictly blocked from 
summarizing or citing the protected item2. 

● Automated Label Inheritance: When Copilot synthesizes information from labeled files to 
draft a new document, spreadsheet, or presentation, it dynamically evaluates the label 
hierarchy of all source inputs2. The newly generated document automatically inherits the 
most restrictive (highest priority) sensitivity label among the referenced files2. 
Furthermore, visual markings, security headers, footers, and underlying protection 
policies attached to that inherited label are automatically applied to the new file artifact2. 

Data Loss Prevention (DLP) Policies for AI Workloads 
Financial institutions can configure dedicated Data Loss Prevention policies within the 
Microsoft Purview portal targeted specifically at the Microsoft 365 Copilot and Copilot Chat 
location2. These policies execute real-time evaluation of user prompts and system grounding 
flows2. 
Supported rule actions and protective behaviors include2: 

1. Prompt-Level Blocking of Sensitive Information Types (SITs): Admins can construct DLP 
rules that scan real-time prompt text for financial data identifiers, such as credit card 
numbers, SWIFT codes, routing numbers, Tax Identification Numbers (TINs), or custom 
SIT definitions2. If a user attempts to submit a prompt containing restricted data, the DLP 
engine intercepts the operation in real time, preventing the orchestrator from sending 



the prompt to the LLM2. 
2. Web Search Suppression on Sensitive Content: If a prompt contains recognized 

Sensitive Information Types, DLP policies can dynamically suppress external Bing web 
grounding while permitting internal Microsoft 365 data grounding2. This prevents 
sensitive internally referenced financial terms from accidentally generating external web 
queries2. 

3. Exclusion of Labeled Content from Grounding: Policies can restrict Copilot from 
accessing and parsing files or emails tagged with specified sensitivity labels, such as 
"Restricted M&A"2. While such documents might exist in the user's workspace, Copilot is 
systematically blocked from reading or incorporating their contents into summaries2. 

Key Management Models: Customer-Managed Keys (CMK) vs. Double 
Key Encryption (DKE) 
To control cryptographic access to cloud assets, institutions choose between distinct key 
management paradigms14. The selection of cryptographic architecture directly dictates 
whether generative AI services can function over protected assets14. 
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A key insight for bank infrastructure architects is the trade-off between absolute 
cryptographic zero-trust isolation and AI processing capabilities17. Double Key Encryption 
(DKE) relies on two distinct keys to secure a file; the secondary key is held exclusively within 
the bank's private data center or dedicated Hardware Security Module (HSM)14. Because 
Microsoft cloud services never possess access to the bank-held secondary key, the Microsoft 
365 cloud environment cannot decrypt DKE-protected documents16. Consequently, search 
indexing, automated eDiscovery, server-side co-authoring, and Microsoft 365 Copilot 
processing are completely blocked on DKE-encrypted assets17. 
For data assets requiring active AI processing, financial institutions must utilize Customer-
Managed Keys (CMK) via Microsoft Purview Customer Key3. CMK enforces envelope 
encryption over tenant workloads while granting the Microsoft 365 processing engine 
temporary access to perform indexing, search, and Copilot orchestration under explicit key 
revocation controls3. 

Auditability, Data Retention, and Governance Tools 
Financial regulators require institutions to maintain comprehensive audit trails, execute 
automated record retention, and establish continuous monitoring over automated processing 
tools6. 
Interaction Logging and eDiscovery Storage Architecture 
All user interactions with Microsoft 365 Copilot—comprising the original input prompts, the 
generated responses, citations, and metadata—are recorded for auditing and legal discovery2. 
When an employee interacts with Copilot, an asynchronous system process creates a 
compliance record stored within a hidden, non-user-accessible directory inside the user's 
Exchange Online mailbox (specifically tied to mailboxes with the RecipientTypeDetails: 
UserMailbox attribute)3. This hidden data store cannot be accessed, modified, or cleared by 
the individual employee, preventing rogue efforts to alter interaction logs3. 
Compliance administrators can query these records using standard eDiscovery tools, including 
Purview eDiscovery Standard and Premium3. The recorded interaction captures the complete 
conversational thread, including references to underlying files used during grounding3. 



Furthermore, unified audit logs capture operational events such as user interactions, sensitivity 
labels associated with grounding assets, and applied Data Loss Prevention policy triggers2. 
Lifecycle Retention Policies and Immutable Storage Mechanics 
To adhere to statutory record preservation mandates, compliance teams can deploy 
dedicated Purview retention policies configured specifically for Copilot interactions3. These 
policies operate independently from Microsoft Teams chat retention schedules3. 

1. Policy Configuration: Administrators establish retention schedules, such as retaining 
records for 7 years, retaining indefinitely, or purging after 30 days, applied directly to 
Copilot interaction locations3. 

2. Active Interaction Phase: During the active retention window, interaction logs remain 
hidden in the user's system folder3. If a user clears their visible chat history within the 
client application, the underlying system log is preserved intact within the background 
compliance store3. 

3. Expiration and Hold Transition: When a retention period expires, an automated Exchange 
timer job evaluates the compliance entries3. Expired items are transitioned to the 
SubstrateHolds directory—a secure, soft-delete system folder within the mailbox3. 

4. Permanent Deletion Mechanics: Items reside in the SubstrateHolds directory for a 
mandatory safety period of at least 1 day before the timer job executes permanent 
deletion3. 

5. Legal Hold Precedence: If an employee's mailbox is placed under a Litigation Hold, an 
eDiscovery Hold, or an In-Place Hold, all automated deletion routines are instantly 
suspended3. The interaction records remain stored indefinitely in the SubstrateHolds 
folder until the legal hold is explicitly released3. 

Oversharing Risks and Mitigation Governance 
The primary security challenge when deploying Copilot in enterprise environments is the risk of 
data oversharing2. Because Copilot rapidly indexes, aggregates, and surfaces any document a 
user has technical authorization to read, poorly configured SharePoint permissions or broad 
"Everyone except external users" sharing links are immediately exposed2. Copilot does not 
cause unauthorized access; rather, it highlights latent governance failures by making broadly 
accessible files discoverable via natural language prompts2. 
To mitigate oversharing risks prior to and during rollout, administrators must deploy targeted 
administrative remediation tools2: 

● Restricted SharePoint Search (RSS): A temporary administrative control that restricts 
Copilot search and grounding capabilities across the enterprise to an explicit, curated list 
of up to 100 approved SharePoint sites2. This feature allows banks to roll out Copilot 
safely while background remediation teams audit and clean up permissions across 
broader legacy sites2. 

● SharePoint Advanced Management (SAM): Provides advanced data access governance 



reports that flag overshared sites, detect broad access links, and automatically restrict 
site access to defined Entra ID security groups2. 

● Microsoft Purview Data Security Posture Management (DSPM) for AI: Offers an 
executive analytics dashboard tracking enterprise AI usage, identifying high-risk prompt 
activities, flagging sensitive data flows into AI models, and recommending one-click 
automated remediation policies2. 

Financial Regulatory Alignment and Risk Governance 
Frameworks 
Deploying AI within financial institutions requires cross-referencing system capabilities against 
specific supervisory mandates established by banking and securities regulatory authorities4. 
SEC Rule 17a-4, FINRA 3110/4511, and CFTC 1.31 Compliance Validation 
Broker-dealers and financial institutions are subject to rigorous regulatory requirements 
regarding the retention, immutability, and supervision of electronic communications and 
business records6. 

● SEC Rule 17a-4(f) and 18a-6(e): Mandate that electronic records must be preserved in a 
non-rewriteable, non-erasable (WORM - Write Once, Read Many) format, ensuring 
records cannot be altered, overwritten, or deleted during required retention windows6. 

● FINRA Rule 4511 & Rule 3110: Require member firms to preserve books and records, 
establish supervisory systems over digital communications, and maintain clear 
technology governance frameworks over AI applications6. FINRA Regulatory Notice 24-
09 explicitly clarifies that technology-neutral governance rules apply fully to generative 
AI implementations22. 

● CFTC Rule 1.31: Mandates robust, accessible electronic recordkeeping for commodity 
futures trading entities21. 

To provide independent verification of compliance capabilities, Microsoft engaged Cohasset 
Associates—an independent record management consulting firm—to perform an audit of 
Microsoft 365 compliance controls24. The expanded Cohasset Assessment explicitly validated 
that Microsoft 365, including Microsoft 365 Copilot, Copilot Chat, and Microsoft Loop, 
features technical controls that satisfy the WORM, immutability, and preservation 
requirements set forth under SEC Rules 17a-4(f)/18a-6(e), FINRA Rule 4511, and CFTC Rule 
1.3124. Through Purview Preservation Lock and immutable storage policies, Copilot interaction 
logs can be locked against modification or premature deletion, providing the necessary audit 
trail for regulatory examinations6. 
FFIEC, GLBA, and DORA Regulatory Mapping 
Global regulatory bodies enforce strict operational resilience, safeguards, and privacy 
mandates across cloud computing environments4. 

● Gramm-Leach-Bliley Act (GLBA) Safeguards Rule: Requires financial institutions to 



implement administrative, technical, and physical safeguards to protect non-public 
personal consumer information5. Microsoft 365 Copilot supports GLBA mandates 
through tenant boundary isolation, TLS 1.3 transit encryption, AES-256 rest encryption, 
and real-time DLP prompt blocking1. Institutions can utilize the Microsoft Office 365 
Cloud Risk Assessment Tool to map specific GLBA control requirements directly against 
tenant configurations5. 

● Federal Financial Institutions Examination Council (FFIEC): Guidelines require banking 
organizations to maintain robust cloud risk management, oversight over third-party 
service providers, and business continuity readiness4. Microsoft provides detailed SOC 1 
Type II, SOC 2 Type II, and ISO 27001 audit attestations to assist financial institutions in 
satisfying FFIEC examination protocols4. 

● Digital Operational Resilience Act (DORA - EU): Mandates that European financial entities 
and critical ICT third-party service providers enforce strict digital operational resilience, 
ICT risk management frameworks, continuous vulnerability testing, and rigorous third-
party risk management26. Microsoft 365 Copilot aligns with DORA expectations by 
enforcing EU Data Boundary commitments for European tenants, restricting regional 
data routing, providing complete audit logging, and offering continuous threat defense 
via Microsoft Defender XDR integration2. 

Strategic Recommendations for Institutional Risk Management 
To maintain a secure operational posture while deploying Microsoft 365 Copilot, bank risk 
committees, Chief Information Security Officers (CISOs), and Compliance Directors should 
execute the following technical governance roadmap2: 

1. Establish Identity and Tier Boundaries: Ensure that all personnel accessing AI capabilities 
are authenticated via Entra ID enterprise accounts7. Block unauthenticated consumer 
Copilot access on enterprise endpoints via network-level web content filtering to 
prevent ungoverned model training exposures7. 

2. Execute Oversharing Remediation: Prior to broad licensing, deploy Microsoft Purview 
DSPM for AI and SharePoint Advanced Management to identify overshared sites2. Enable 
Restricted SharePoint Search (RSS) as a temporary operational boundary while 
permission clean-up is executed2. 

3. Configure Purview DLP for AI Locations: Build custom DLP policies targeting the 
Microsoft 365 Copilot and Copilot Chat location2. Enforce real-time prompt blocking for 
high-risk Sensitive Information Types, such as customer PII and account credentials, and 
suppress external web search when financial SITs are detected2. 

4. Implement Data Classification and Inheritance Rules: Roll out automated sensitivity 
labels across SharePoint, OneDrive, and Exchange3. Configure mandatory EXTRACT 
usage rights requirements so that restricted IRM-encrypted documents cannot be 
processed by Copilot without explicit authorization2. 

5. Establish Immutable Archiving for SEC/FINRA Compliance: Configure Purview Retention 



Policies specifically covering Copilot interaction records3. Enable Preservation Lock on 
mandatory compliance mailboxes to meet SEC Rule 17a-4 WORM requirements and 
ensure third-party archiving integration is active where required6. 

6. Formulate a Strategic Encryption Matrix: Define a data classification strategy that 
explicitly segregates non-AI workloads from AI workloads14. Apply Double Key 
Encryption (DKE) exclusively to top-secret intellectual property or core trade secrets 
where zero-cloud-access is legally required, recognizing that DKE completely disables 
Copilot parsing14. For operational banking data requiring AI enablement, utilize 
Customer-Managed Keys (CMK) via Purview Customer Key3. 

Conclusion 
Microsoft 365 Copilot provides an enterprise AI architecture designed to operate within the 
security boundary of a bank’s Microsoft 365 tenant1. When deployed under a fully licensed 
model, the platform enforces Enterprise Data Protection (EDP), inherits identity permissions via 
Microsoft Graph, and ensures that customer data, prompts, and generated responses are 
never used to train foundation models1. 
However, generative AI alters the internal data discovery landscape2. Copilot acts as a high-
powered discovery engine that surfaces latent oversharing risks and poorly configured access 
permissions across legacy data repositories2. Furthermore, technical constraints—such as the 
operational conflict between Double Key Encryption and AI processing, or the regulatory 
nuances of Bing web search grounding—require deliberate governance choices1. 
By deploying a defense-in-depth risk management strategy—combining Purview Data Loss 
Prevention, sensitivity label inheritance, Customer-Managed Key cryptographic architecture, 
and immutable compliance logging validated under SEC Rule 17a-4—financial institutions can 
establish a secure, compliant environment that leverages artificial intelligence while protecting 
institutional data assets and maintaining regulatory alignment2. 
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